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Abstract 
Smart manufacturing is revolutionizing aerospace and industrial systems by combining artificial intelligence, 
machine learning, digital twins, the Industrial Internet of Things, model-based systems engineering, advanced 
analytics, and computational optimization. This review explores recent advancements in these technologies and 
how they are contributing as a whole to making manufacturing systems intelligent, connected, and resilient. 
Special focus is placed on interoperable computational architectures based on ISA 95, OPC UA, MQTT and STEP 
based product information standards, which are well suited for continuous information exchange between 
engineering, production, quality, maintenance and enterprise systems. The use of AI and machine learning: real-
time sensing, automated quality management, predictive maintenance, defect detection and adaptive process 
control; and operations research and constraint based optimization: production scheduling, resource allocation, 
capacity planning, multi objective decision making. Digital twins and digital threads now extend the connection 
between physical assets and engineering models and operational data, providing traceability and continuous 
improvement throughout the asset's lifecycle. The review also takes into account the human factors, workforce 
enablement, cyber security, regulatory compliance and governance as key elements of trustworthy smart 
manufacturing. Issues that are faced include interoperability issues, proprietary formats, lack of digital twin 
verification and validation, model drift, cybersecurity concerns, computational requirements, and the inability to 
keep the models up to date in a variable operating environment. The proposed future directions are reduced order 
and surrogate modelling, physics informed and generative AI, adaptive sensing, Bayesian data assimilation, 
semantic knowledge graphs and distributed digital twin architectures. 
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1. Introduction  

Smart manufacturing and computational frameworks are a cross disciplinary new technology 
that spans the domain of data driven decision making, a digital twin, the Industrial Internet of 
Things, edge and cloud analytics, artificial intelligence and strict quality management to 
increase performance and resilience, improve traceability and safety in complex and high 
precision environments that include aerospace and industrial manufacturing [1]. Smart 
manufacturing uses digital technologies that are interconnected in a way that goes beyond just 
digitizing traditional manufacturing processes, allowing for real-time monitoring, informed 
decision making, adaptive process control, predictive maintenance, and proactive optimization 
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based on the principles of Industry 4.0. Aerospace and defense manufacturing is a critical 
industry in which products are complex, development cycles are lengthy, volumes are low, and 
high quality, reliability, certification and safety requirements are required throughout the 
product lifecycle [2]. Industry 4.0 is sometimes referred to as the fourth industrial revolution, 
which involves incorporating digital technologies into industrial systems. These are major 
elements: Industrial Internet of Things, cyber physical systems, cognitive computing, machine 
to machine communication, artificial intelligence, advanced analytics and interconnected 
automation. All these technologies help move manufacturing systems from standalone and 
sequential processes to connected, intelligent and responsive manufacturing environments [3]. 
Smart manufacturing, therefore, can be considered a way of implementing these Industry 4.0 
technologies in the operation of manufacturing processes, in which real time information can 
be used to optimize production, improve the use of resources, reduce waste, increase the 
operational resilience and respond quickly to changes in manufacturing and market 
requirements. One of the core components of smart manufacturing is the Industrial IoT, which 
connects machines, sensors, controllers, production machines and information systems together 
[4]. Typical manufacturing settings generally have disjointed systems, with information spread 
across the manufacturing process, limiting information visibility. IIoT connectivity can address 
these issues by seamlessly connecting product design, process planning, production execution, 
automation, inspection, maintenance, and delivery into a connected information environment. 
Real-time acquisition of machine and process data enables real-time monitoring of production 
conditions and subsequent analyses of historical and current data to recognise patterns, predict 
failures, detect quality deviations and optimise production. This connectivity can help minimize 
production costs, boost productivity, increase manufacturing flexibility, offer traceability, and 
shorten the design to production and delivery cycle [5]. The cyber physical systems and the 
machine to machine communication further reinforce this inter-connected space, creating 
ongoing communications between physical manufacturing assets and computational systems. 
Sensors gather machine and process data, computational platforms process the information, and 
control systems can react to altering conditions. The capabilities are further advanced by 
cognitive computing and artificial intelligence, which enable manufacturing systems to 
understand vast amounts of disparate data and enable increasingly autonomous decision making 
[6]. Consequently, manufacturing processes can shift from being reactive to predictive and 
adaptive – meaning that potential manufacturing problems can be spotted in advance before 
becoming a significant production problem. Creating interoperable computational architectures 
is key to achieving these capabilities on a scale. Reference architectures and industrial standards 
for communication determine the structure that enables the linking of manufacturing 
operations, enterprise systems and analysis platforms [7]. ISA 95 offers an organizational and 
functional structure for linking manufacturing operations to enterprise level activities, while 
OPC UA enables vendor independent communication and information exchange between 
industrial devices, automation systems, manufacturing applications and higher level analytics. 
These standards ensure greater interoperability between proprietary systems and enable a more 
interoperable manufacturing environment [8]. Standardized asset description, semantic 
information models and open data formats are especially significant since the aerospace and 
industrial system often consists of many machines, software platforms, suppliers and 
engineering fields. 
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2. Smart Manufacturing and Computational Frameworks in Aerospace and Industrial 

Systems 

Smart Manufacturing is a strategic way to combine people, processes, machines and data to 
enable informed decision making, better quality, improved operational efficiency and resilience 
in high precision and complex manufacturing environments, such as the aerospace industry [9]. 
The strategy in aerospace systems is to focus on real time visibility, contextualized analytics, 
interoperable information sharing and closed loop action that ties shop floor activities to 
enterprise level planning and management. Smart Manufacturing is not just about relying on 
individual technologies but on the synergic application of digital systems to make 
manufacturing data available as information that can be acted on [10]. Implementation may 
take a phased and scalable route, starting with greater visibility of production activities, moving 
to the contextualization of the data, the standardization of the workflow, the extension of 
production capacities and the constant improvement thereof. This could lead to tangible 
operational improvements as well as lower lifecycle risks in technologically challenging 
manufacturing settings [11]. While Smart Manufacturing is nestled within the Industry 4.0 
paradigm, the concepts do not match. Industry 4.0 is about advanced digitalisation of the 
industry and its impact on its technological and organisational features, while Smart 
Manufacturing is about using these capabilities directly for manufacturing (Figure 1) [12]. It is 
about fully integrated and collaborative systems, that are able to respond in real time to the 
changing conditions on the factory floor, the needs of the supply chain, the needs of production 
and the needs of customers. It is especially applicable to aerospace programs, where the design, 
manufacturing, inspection, maintenance, and after sales support have to be closely coordinated 
throughout long and complex product life cycles [13]. Better digital connectivity enables the 
production systems to be more connected between engineering specifications, manufacturing 
activities, quality information and the operational requirements. Several interconnected 
technologies make up Aerospace grade Smart Manufacturing - Industrial Internet of Things, 
Advanced Robotic, Collaborative Robots, Edge Computing, Cloud Computing, Industrial 
Communication Protocols, Artificial Intelligence, and Automated Data Analytics (Table 1) 
[14]. IIoT allows for the continuous monitoring of equipment, manufacturing processes, 
material properties and environment. The information can be obtained from sensors placed 
throughout production equipment such as temperature, vibration, pressure, force, loads, tool 
condition, energy consumption and others. These data can then be used to determine deviations, 
track equipment performance, predict possible equipment failure and optimize production 
conditions [15]. These are very important attributes for aerospace parts, as only slightly 
different production processes can affect the dimensional accuracy, integrity, reliability, and 
safety of the parts being produced. 
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Figure 1. Design of a Smart Factory Based on Cyber-Physical Systems and Internet of Things 

towards Industry 4.0 [16] 
 
Table 1. Major Smart Manufacturing Technologies and Their Applications in Aerospace and 
Industrial Systems 

Technology  Major Application Key Contribution Reference 
Industrial Internet 
of Things (IIoT) 

Real time monitoring of 
machines, processes, materials, 
and environmental conditions 

Enables continuous data 
acquisition, predictive analysis, 
traceability, and production 
optimization 

[4,5] 

Artificial 
Intelligence and 
Machine Learning 

Defect detection, anomaly 
detection, predictive 
maintenance, adaptive control, 
and process optimization 

Enables intelligent analysis, 
prediction, and automated or 
assisted decision making 

[16,17,18] 

Automated Quality 
Management 
Systems 

Continuous monitoring of 
critical quality parameters 

Enables early defect detection, 
corrective action, reduced waste, 
rework, and production delays 

[19,20] 

Model Based 
Systems 
Engineering 
(MBSE) 

Requirements, architecture, 
verification, validation, and 
lifecycle management 

Improves traceability and 
integration of engineering 
information across complex 
systems 

[22,24,25] 

ISA 95 Integration of manufacturing 
operations with enterprise 
systems 

Provides structured organization 
of manufacturing and enterprise 
information 

[7,43] 

OPC UA Industrial communication and 
information exchange 
 
 
 

Supports vendor independent 
interoperability between devices, 
automation, manufacturing, and 
enterprise systems 

[8,43] 

 

3. AI, Machine Learning, and Systems Engineering for Next Generation Smart 

Manufacturing and Aerospace Systems 

In the realm of smart manufacturing, artificial intelligence and machine learning are becoming 
more and more a part of the production. Artificial Intelligence can be used to sense and in real 
time capable of reacting to the environment which significantly aids in making decisions and 
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analyzing them, as well as in adapting to it [17]. When they are combined, they transform the 
manufacturing systems from simple automation to intelligent systems that can analyse the 
process data, detect the existing problems and assist or implement corrective measures. AI and 
ML can be integrated seamlessly into manufacturing processes through process sensing, 
physics based modeling, pattern recognition, anomaly detection, and human robot collaboration 
[18]. Physical process knowledge coupled with models driven by data can be used to 
continuously monitor operational conditions, predict potential deviations, and optimize the 
production performance of manufacturing systems. AI and ML have one significant application 
which is process embedded sensing: the sensor measurements are integrated with physical 
models and computational algorithms to estimate conditions of a process that are not directly 
measurable [19]. This method is especially useful in situations like in manufacturing processes 
that are complex and may be difficult, costly, or impractical to measure directly critical 
variables. Data based recognition systems may be used to recognize humans, machines, and 
interactions between man and machines. These capabilities enable more responsive and safe 
human-robot interaction, where robots can sense changes in the environment around them and 
react accordingly. Another major use of AI-driven manufacturing is in Automated Quality 
Management Systems.Another significant application of AI-driven manufacturing is its usage 
in Automated Quality Management Systems [20]. Traditional quality control often relies on 
sampling and checking products at the end of the production process, allowing defects to go 
unnoticed until a significant amount of products has been produced. AQMS, on the other hand, 
allows continuous monitoring of critical quality parameters by using sensors, inspection 
systems, and manufacturing equipment that is connected. Real time data analysis can be used 
to detect any variations from the normal running condition of the process and give instant notice 
to operators or control systems [21]. Corrective action can, therefore, be taken during the 
production process, rather than post production, which minimizes defective output, material 
waste, rework, and production delays; increases quality consistency; and enhances regulatory 
compliance. AI and ML in Industry 4.0 also enable adaptive process control. During process 
inspection, the data can be continually utilized to decide if the production parameters ought to 
be adjusted. If a defect or abnormal process condition is detected, the parameters of the process 
can be changed to minimize the likelihood of additional defects [22]. This is especially 
important in additive manufacturing because differences in layer thickness, deposition rate, 
temperature, energy input and material properties could affect the quality of the produced part. 
A process control system is able to detect deviations in the process for fabrication and adjust 
the parameters to prevent the defects from spreading to the next layers. 
4. Systems Engineering for Next Generation Industrial and Aerospace Systems 

Systems engineering has also changed with the complexity of aerospace and industrial systems 
and has become a multidisciplinary process. The role of systems engineering has also changed 
with the complexity of aerospace and industrial systems and is now a multidisciplinary process. 
These systems are often comprised of many complex interacting physical systems, software 
systems, sensors, communications networks, autonomous functions, and human operators [23]. 
In addition to this, the requirements management, system architecture, verification, validation, 
safety assessment and lifecycle traceability must be done in a structured way, due to long 
development cycles and strict regulatory requirements [24]. Model driven and data-centric 
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systems engineering approaches have thus emerged as growing methods for dealing with this 
complexity. Model Based Systems Engineering is a structured digital representation of 
requirements, architecture, interfaces, behaviour, constraints and verification activities for a 
system (Figure 2). As opposed to using mostly stand-alone documents, MBSE sets up inter-
connected models that can be used as a shared reference point for engineers and other 
stakeholders [25]. Requirements, components, interfaces, tests and verification activities can, 
therefore, be evaluated along with the changes introduced at one stage of development. This 
will enhance traceability and minimise inconsistencies that can be introduced if the large 
engineering program relies on independently managed documentation. There has been a 
significant increase in the application of MBSE in the broad field of digital engineering, 
particularly in the aerospace and defense industry [26]. Digital engineering practices have 
focused on the application of integrated digital models across the engineering lifecycle and 
viewed MBSE as an important tool to boost acquisition, development, verification, and 
lifecycle management. Contemporary practices, such as model based practices, have thus found 
their way into more and more parts of the development programs of aerospace organizations. 
This method is especially useful in systems where traceability needs to last for extended periods 
of time and be shared across engineering disciplines [27]. Another significant aspect of systems 
engineering in the aerospace and defense industry is regulatory and compliance. Aviation 
Software, System Safety, and Engineering Assurance Standards require strict development 
process, verification, validation, risk assessment and engineering documentation requirements 
[28]. These requirements result in a need for closed loop traceability between requirements, 
engineering decisions, test activities, maintenance information, failure investigations, and 
compliance updates. Digital engineering environments can be used to support these 
relationships by interweaving engineering models and life-cycle information in a structured 
information framework. 

 
Figure 2. How Industrial Large Knowledge Models Are Revolutionizing Industry 4.0 [29] 

 

5. Operations Research, Constraint Based Optimization, Cybersecurity, and Resilience in 

Smart Manufacturing 

ROS and constraint based optimization offers a significant computational basis for the modern 
planning of manufacturing and aerospace systems, allowing efficient scheduling, resource 
allocation, capacity planning and operation decision making in the presence of complex 
constraints [30]. Many manufacturing situations have constraints such as limited resources, 
various production phases, equipment requirements, material constraints, manpower needs, 
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safety requirements and delivery deadlines. These factors make planning very complex with 
potential inefficiency of traditional manual scheduling. OR based approaches offer 
mathematical/computational tools for finding solutions that are feasible and of high quality, and 
are able to include multiple constraints [31]. Constraint Programming is especially suited to 
problems that have complex logical relationships and combinatorial structures. Constraint 
based approaches reduce the search space of all the possible decisions by using pre-defined 
rules and requirements, rather than trying all possible combinations of decisions. Constraint 
Programming can be used together with linear programming and mixed integer linear 
programming to model logical relationships and discrete choices that are not efficiently 
modeled using the conventional mathematical formulations [32]. Complex industrial 
workflows, such as aerospace surface treatment and finishing processes have been modeled 
with Mixed Integer Linear Programming and Constraint Programming techniques. The 
processes can be of various types of raw materials, various tank sizes, various fixtures, various 
geometric restrictions, equipment availability, different process sequences and certification 
requirements [33]. Optimization models can then be used to find a production schedule that 
meets technical and regulatory requirements and optimizes throughput and the use of resources 
by representing them mathematically. These can offer significant advantages over traditional 
planning techniques, especially when many variables and constraints are interdependent and 
cannot be dealt with in isolation. 
6. Cybersecurity and Resilience in Smart Manufacturing and Digital Twin Systems 

In the context of smart manufacturing and digital twin environments, cybersecurity and 
operational resilience are crucial aspects in aerospace and other safety-critical industrial 
systems. Connectivity between machines, sensors, controllers, machine execution systems, 
enterprise networks, cloud platforms and outside services opens up many possibilities for data 
integration, but also opens the door to attack surface [34]. A cyber security incident could not 
only affect information but also disrupt manufacturing processes, manipulate data regarding 
processes, interfere with equipment or impact safety critical functions. Therefore, cybersecurity 
needs to be embedded in the logical design of a smart manufacturing system, spanning the 
device level to the enterprise level. A layered security architecture is often employed to secure 
sensitive manufacturing resources, while at the same time allowing for the transmission of data 
for monitoring, analysis and optimization [35]. Network segmentation, dedicated 
communication channels, authentication and access control points can isolate production 
equipment from the general corporate network. This separation decreases the likelihood of 
compromise in an enterprise information system causing direct impact on manufacturing 
equipment. Meanwhile, monitoring information can still be propagated via controlled interfaces 
to authorized analytical/supervisory systems [36]. One example of this is machine monitoring 
systems. Manufacturing equipment may be linked to monitoring computers that gather 
controller logs and manufacturing data, and restrict direct connectivity of equipment to larger 
organization networks. Authentication mechanisms can be used to limit access to monitoring 
services and to prevent unauthorized systems from obtaining information about machines. This 
kind of architecture shows how data that is used during operation can continue to be made 
available for analysis, with production assets separated from general-purpose information 
networks [37]. An alternative method is to provide special network configurations where the 
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monitoring agent connects to the manufacturing asset via a local connection, but is not 
connected to the rest of the organizational network. 
7. Challenges and Future Directions in Smart Manufacturing and Computational 

Frameworks 

Several related challenges related to data quality, interoperability, digital twin validation, cyber 
security, computational complexity, and organisational uptake remain, all of which are still 
associated with the development of smart manufacturing and computational frameworks for 
next generation aerospace and industrial systems [38]. While advanced digital technologies can 
enhance manufacturing process efficiency, quality, traceability, and decision making, the 
reliability of these technologies is closely tied to the quality and consistency of the underlying 
data, models, communication architectures and the processes of validation. These are 
compounded by the requirements to integrate physical systems, computational models, human 
operators and enterprise platforms over extended lifecycles in aerospace and industrial 
applications [39]. The verification, validation and uncertainty quantification of digital twins is 
one of the major limitations. Just because the early model of a digital twin matches the 
experimental observations does not make it a reliable digital twin. Physical systems vary with 
time as components get older, operating conditions change, manufacturing processes change 
and new information becomes available (Table 2). A digital twin can then become invalid due 
to changes in sensor configuration, data structure, computational model or state of the physical 
system [40]. Therefore continuous VVUQ is necessary to evaluate the accuracy of a digital 
representation for its usage. This introduces significant complexity in the operation as the 
validation needs to be repeated as the physical and digital systems change. It can be especially 
difficult to validate whenever digital twins are deployed in expansive industrial sites with 
thousands of assets and changing operating conditions all the time [41]. It would be impractical 
to have to do manual validation for each individual model. Automated and scalable validation 
workflows are thus required to track the performance of the model, track the differences 
between physical and digital representation, measure the uncertainty of the model, and trigger 
the updating of the model if needed. If these mechanisms are not in place, model drift could 
slowly cause the model to lose predictive capability and make it difficult to determine if outputs 
of the digital twin could be used safely for making operational decisions [42]. Finally, the future 
of smart manufacturing will require a combination of AI, reduced order modeling, digital twins, 
optimization, adaptive sensing, MBSE, and interoperable data architecture. 
Table 2. Challenges, and Future Directions of Smart Manufacturing 

Area Current Benefits  Major Challenges  Future Direction 
Real time 
monitoring 

Continuous observation 
of machines, processes, 
materials, and quality 
conditions 

Large volumes of 
heterogeneous sensor data 

Adaptive sensing and 
intelligent data 
assimilation 

Artificial 
Intelligence and 
ML 

Prediction, defect 
detection, anomaly 
recognition, and adaptive 
process control 

Training data quality, 
model generalizability, 
and model drift 

Physics informed AI, 
generative AI, and 
continuous model 
updating 

Digital Twins Simulation, predictive 
maintenance, scenario 

Verification, validation, 
uncertainty quantification, 

Adaptive and 
uncertainty aware 
digital twins 
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analysis, and lifecycle 
traceability 

and maintaining model 
accuracy 

Interoperability Integration of 
engineering, production, 
quality, maintenance, 
and enterprise systems 

Fragmented systems, 
proprietary formats, and 
incompatible data 
structures 

Open standards, 
semantic 
interoperability, and 
knowledge graphs 

MBSE Requirements 
management, system 
architecture, verification, 
and lifecycle traceability 

Complexity of integrating 
models across disciplines 
and organizations 

Greater integration of 
MBSE with digital twin 
ecosystems 

8. Discussion 

The reviewed literature shows that the notion of smart manufacturing is maturing from a set of 
disconnected digital technologies towards a computational ecosystem for aerospace/industrial 
systems. The Industrial Internet of Things (IIoT), Artificial Intelligence (AI), Machine Learning 
(ML), Digital Twins, Model Based Systems Engineering, Edge and Cloud Computing, 
Operations Research, Constraint Based Optimization, Cybersecurity, and Human Centered 
Engineering are transforming the design, manufacture, inspection, operation, and maintenance 
of complex products [43]. The impact of this change is significant in the aerospace industry, 
where the manufacturing system must support very high accuracy specifications, complex 
product architecture, long product development cycle, high regulatory requirements, and 
absolute failure tolerances. The new way is not to enhance the single manufacturing activity 
but to ensure that the information can be shared and updated continuously throughout the entire 
life cycle so that every decision taken by the engineering, production, quality control, 
maintenance and operation of the manufacturing activity can be done with information that 
comes from a shared and updated source [44]. One of the major findings is that the primary key 
for success in Smart Manufacturing is interoperability, not any one particular technology. The 
volume of sensor data that can be generated by IIoT can be vast, but when data are only recorded 
in isolated systems or in incompatible structures, the usefulness of the data is reduced. The 
Development of a common foundation for connecting manufacturing operations with enterprise 
systems is provided by frameworks like ISA 95 and OPC UA, as is a common representation 
of equipment, materials, personnel, and production activities [45]. Likewise, the STEP based 
standards and AP242 facilitate information exchange for products in engineering and 
manufacturing environments. These standards are coupled with the MQTT and Sparkplug B 
and other industrial communication technologies could create a more complete information 
stream from individual machines to enterprise-level applications. This is especially crucial in 
the aerospace supply chain, where various entities might employ different software systems, 
manufacturing processes, and data formats [46]. Digital twins become one of the most 
significant technologies in this inter-connected space. Their value is not only as a representation 
in the virtual world, but also because they can continuously be fed into a computational model. 
Production digital twins can track equipment and processes, detect deviations, consider 
alternative scenarios and help with predictive maintenance and quality improvement. A digital 
thread can connect design data to manufacturing, inspection, operation and maintenance data 
via digital twins [47]. This forms a feedback system unlike the traditional linear manufacturing 
processes. The data produced in the production can be fed back to the engineering team and 
operational data can help in the design and process optimisation for future production. In the 
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case of aerospace systems whose useful life is long, this continuous feedback can be of great 
value since knowledge of the product can be kept up beyond the initial development phase [48]. 
Digital twins are also combined with Model Based Systems Engineering, which further 
enhances lifecycle traceability. Structured representations of requirements, system architecture, 
interfaces, safety constraints, verification activities, and system behaviour are provided by 
MBSEs. In addition to these static or design representations, digital twins can be used to 
generate information about the actual physical system and its operating condition [49]. They 
can, in conjunction, make a link between the function that the system is designed to perform 
and the way that the physical system is functioning. This integration can enhance verification 
and validation, aid in maintenance decisions and minimize differences between engineering 
specifications and manufactured products. Additionally, it serves as a basis for more effective 
change management, since changes can be assessed throughout linked requirements and 
components, manufacturing processes and operations [50]. The use of AI in additive 
manufacturing and advanced manufacturing can be especially promising, as processes can often 
be prone to change and potentially impact component quality. Machine learning models can be 
used to relate manufacturing parameters to defects after analysing the information from the 
sensors, process simulations and inspection. Depending on the data available and requirements 
of the application, supervised, unsupervised, semi-supervised, reinforcement learning and deep 
learning approaches can be chosen [51]. Yet, the trustworthiness of AI-driven manufacturing 
decisions is still reliant on the quality of the training data and the generalizability of the AI 
model. Models that work well with one set of materials, machines, or environment may not 
work well with other materials, machines, or environments. Hence, there is a great need for 
continuous model updating and uncertainty assessment. Optimization can be used to determine 
action under explicit operational constraints, while AI can be used to identify patterns and make 
predictions [52]. Often in the aerospace industry, production has limited equipment capacity, 
specialized material requirements, complex production sequences, certification requirements, 
delivery deadlines and multiple competing objectives. These requirements can be represented 
mathematically with Constraint Programming, CP SAT and Mixed Integer Linear 
Programming, and feasible production schedules and resource allocations can be generated 
[53]. They can be linked with real time manufacturing information, allowing them a chance to 
reschedule near real time if equipment information, material availability, demand and 
production conditions change. The use of simulation, digital twins, AI and optimization is 
particularly significant as it opens the opportunity for closed loop decision making. A digital 
twin can simulate the present condition of a manufacturing system, AI can predict future 
behavior, or it can detect an abnormality, and an optimization algorithm can evaluate alternate 
actions [54]. The chosen action may then be put into practice and its impact assessed using the 
same sensing system. This forms a cycle of observation, prediction, optimization, action and 
feedback. This system could significantly enhance responsiveness and resilience over fixed 
production schedule and manually managed decision process. A digital twin is NOT a "one size 
fits all" model in the sense of being permanently accurate - it is a model that dynamically 
changes along with the physical system it represents [55]. Over time, these differences can 
emerge between the physical and computational systems due to equipment degradation, 
software updates, sensor replacements, environmental changes and process modifications. In 
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large scale industrial settings with many digital twins, manual validation would be impractical 
and require manual and scalable validation workflows. 
9. Conclusion 

Smart Manufacturing is transforming aerospace and industrial systems by integrating AI, 
machine learning, digital twins, MBSE, IIoT, optimization, and interoperable data 
architectures. These technologies enable real time monitoring, predictive maintenance, adaptive 
process control, improved quality, and lifecycle traceability. However, challenges involving 
data fragmentation, interoperability, cybersecurity, digital twin validation, computational 
complexity, and workforce adaptation remain significant. Future progress will depend on 
validated reduced order models, adaptive sensing, physics informed AI, secure communication, 
open standards, and human centered automation. Their coordinated integration can establish 
intelligent, resilient, and continuously improving manufacturing systems capable of meeting 
increasingly demanding industrial and aerospace requirements. 
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